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LV14 — WAN PPP enkapsulacija — rad na uredajima

PRIPREMA

1. Password Authentication Protocol (PAP):

Sloj djelovanja: PAP je sloj veze podataka (data link layer) protokol.

Opis: PAP je jednostavan i temelji se na lozinkama. Klijent Salje korisni¢ko ime i lozinku posluZzitelju.
Ako se korisnicko ime i lozinka podudaraju, posluzitelj odobrava PPP sesiju. Medutim, PAP nije
siguran jer lozinke putuju u otvorenom tekstu, Sto omogucava napadacdima da ih presretnu.
Prednosti:

Jednostavan za implementaciju.

PodrZzan na svim operacijskim sustavima.

Nedostaci:

Lozinke se prenose nekriptirano.

Ranjiv na napade kao $to su pogadanje lozinki i prisluskivanje.

2. Challenge Handshake Authentication Protocol (CHAP):

Sloj djelovanja: CHAP takoder djeluje na sloju veze podataka.

Opis: CHAP koristi izazovno-rué¢ni mehanizam za autentifikaciju. Periodicki provjerava identitet
korisnika. Evo kako CHAP funkcionira:

Klijent Salje zahtjev za autentifikacijom posluzitelju.

PosluZitelj generira nasumicni izazov (challenge) i $alje ga klijentu.

Klijent koristi svoju lozinku i izazov za stvaranje kriptografskog hash-a.

Klijent Salje hash posluZitelju.

PosluZitelj provjerava hash. Ako se podudara s ocekivanim hash-om, autentifikacija je uspjesna.
Prednosti:

Koristi kriptografske hash funkcije za poboljSanu sigurnost. Sigurniji od PAP-a.

Nedostaci:

Ne podrzava vrlo stare operacijske sustave.



IZVODENJE VJEZBE

Fhysical Config Deskiop Programming Attributes
I

Ping s




¥ Routerd

Physical Config CLI Attributes

10S Command Line Interface

e N U IO LIS, ONe PEr TIne. =i WICH CHID o~
Router (config) ginterface SeriallZ/0

Router (config-if)$

$5YS~-5~CONFIG_I: Configured from conscle by console

ip address 10.10.1.1 2585.255.288.282

Router (config-if)$

Router (config-if) gexit

Router (config) $exit

Routers

$S5YS-S5-CONFIG_I: Configured from conscle by console

Routergshow interface serial 2/0
Serial2/0 is up, line protocol is up (connected)
Hardware is HD€4570
Internet address is 10.10.1.1/30
MIU 1500 bytes, BW 128 Kbict, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/288
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never
Last clearing of "show interface™ counters never
Input queue: 0/75/0 (size/max/drops); Total output drops: 0
Queueing strategy: weighted fair
OQutput queue: 0/1000/€4/0 (size/max total/threshold/drops)
Conversations 0/0/25€ (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 9¢€ kilobits/sec
5 minute input rate 24 bits/sec, 0 packets/sec
S minute output rate 28 bits/sec, 0 packets/sec
11 packets input, 1000 bytes, 0 no buffer
Received 3 broadcasts, 0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame,K 0 cverrun,K 0 ignored, 0 abort
1€ packets cutput, 113€ bytes, 0 underruns
0 cutput errors, 0 collisions, 1 interface resets
(1} ou:ru: buffer failures, 0 cutput buffers swapped ocut
-=Moze-~

Ciri+F8 to exit CLI focus
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[ DESL LIESLIg or  SUW IHCELISLE  LUOICELY NEUEL
Input gueds: 0/75/0 (size/max/drops); Total ocutput drops: 0
Quesueing strategy: weighted fair
Cutput gueue: 0/1000/64/0 (size/max total/threshold/drops]
Comvrersations 0/0/15€8 (active/max active/max totall
Reserved Conversations 070 (allocated/max allocated)
Availakble Bandwidth 5& kilokits/sec
5 minute input rate 24 bits/sec, 0 packets/sec
5 minute output rate 28 bics/sec, 0 packets/sec
11 packets imput, 1000 bytes, 0 no buffer
Received 5 broadeases, 0 runts, 0 giants, 0 throccles
0 input errors, 0 CRC, 0 frams O overrun, 0 ignored, 0 abort
1€ packets cutput, 113€ bytes, 0 underruns
0 output errors, 0 collisions, 1l interface resets
0 output buffer failures, 0 cutput buffers swappad out
--Hore—- 0 carrier transitions
DC=up DSR=up DIR=up RIS=up CIS=up

Bouters

Houterfconfigure terminal

Enter configuration commands, one per line. End wich CWIL/SZ.
Router [config) §roucer rip

Router ([config-router) §-IZ

Routec$

W5Y5-6-CONFIG I: Configured from conscle by console

Routerfconfigure terminal

Enter configuration commands, one per line. End with CWTL/Z.
Router (config) #interface serdal 2/0

Router (config-if) gencapsulacion ppp

Router (config-if)8

Router [config=if)§

SLINEFROTO-5-UFDOWN: Line protocol on Interface Serialas 0, changed state to down

Cirb+FE to exit CLI focus
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Houter (config-router) §

Router (config-router) fend

Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTL/I.
Router (config) #router ©ip

Router (config-router) #

85Y5-5—CONFIC I: Configured from console by console

Router ::anfig-rau‘ne:] =z
Routerf
WSYE-5-CONFIG I: Configured from console by console

Routerfconfig

Configuring from terminal, memory, or metwork [terminall?

Enter configuration commands, one per line. End with CWTL/ZI.

Router (config)#interface sexrial 2/0

Router (config-if) #encapsulation ppp

Router (config—4if)#

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0, changed state to up

Router (config-1f)8~2
Routerf
B EYS-5-CONFIG_TI: Configured from conscle by console

Routerfconfig

Configuring from terminal, msmory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface serial 3/0

Router (config-if) #encapsulation ppp

Router (config-if) #

Router (config—if) li

SLINEPROTO-3-UPDOWN: Line protocol on Interface SerialZ/0, changed state to down

SLINEPROTO-5-UPDOWH: Line protocol on Interface Serial3/0, changed state to down

Cirl+F8 to exit CLI focus Copy
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Houter (config-if) #exit

Router (config) #interface Seriall/0

Router (config-if) &

Router (config-if) #exit

Router (config)#router ©ip

Router (config-router) énetwork 10.0.0.0

Router (config-router) $network 1592.1€8.250.0

Router (config-router) $

SLINEPROTO-5-UPDOWH: Line protocol on Interface Serial3 /0, changed state to down

Router (config-router) §

Router (config=router) §end

Routerfconfigure terminal

Enter configuration cosmands, one per line. End with CHILSZ.
Router (config) #interface FastEthernetd/0

Router (config-if)#

W5¥5-5-CONFIG I: Configured from conscle by comnsole

Router (config-if)#~2
Routers
¥5¥5-5—CONFIG I: Configured from conscle by console

Routerfconfig

Configuring from cerminal, memary, oF Retwsrk [cermdnal]?
Enrer configuratisn cosmands, one per line. End wich CNIL/Z.
Router (config) ginterface terminal 3/0

% Invalid input detected at "~" marker.

Router (config) #interface serial 3/0

Router (config-if) #encapsulation pRP

Router (config-if)#

SLINEPROTO-5-UPDOWH: Line protocol on Interface Serial3/0, changed state to up

Router (config-if) ﬂ

Cirl+F8 to exit CLI focus Copy
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& Invalid input detected at "~"'" marker.

Router (config) #interface serial 3/0

Router (config—-if) #encapsulation pPpp

Router (config-if)#

SLINEPROTO-S5-UPDOWH: Line protococl on Interface Serial3/0, changed state to wup

Router (config-if) $~Z
Routers
%5¥5-5-CONFIG_I: Configured from conscle by console

Routerfshow interface serial 370
Seriall/0 is up, line protocol is up [(connected)
Hardware is HDE4ETO
Internet address is 10.10.2.2730
HIT 1800 bytes, BW 128 Fbis, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PFP, loopback not set, kespalive set (L0 sec)
LCF Open
Open: IPCP, CODECE
Last input mever, OUTtput RNevVer, OUTpUt hang never
Last clearimg of “"show interface”™ COUnNTEES NeVer
Input gueue: 0/75/0 (size/max/drops); Total ocutput drops: 0
Queueing strategy: weighted fair
Cutput gquews: 0100006470 (aize/max total/threshsld drops)
Conversaticns Of0/25€ (active/max active /max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth S5€ kilobits/sec
E minute input rate 22 bits/sec, 0 packets/ssc
E minute cutput rate lI bits/sec, 0 packets/ sec
30 packets input, 2€€4 bytes, 0 no buffer
Received 24 bzoadcasts, 0 runts, 0 giants, 0 throttles
0 input erzors, O CRC, 0 frame, O overrum, 0 ignozed, 0 abort
22 packets output, L137I bytes, 0 underruns
——Hure——|

Cirl+F8 to exit CLI focus Copy
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Houter (config-if)#
ALINEFROTO-E-UPDOWN: Line protocol on Interface Serialls0, changed state to up

Router (config-if)#-2
Routers
W5¥Y5-5—CONFIZ I: Configured from conscle by console

Routergeconfig

Configuring from terminal, memsry, oF RetWwork [termimal]?

Enter Cbhﬁlguﬁ'ﬂ-ldﬂ coFmands, one Pper lime. End with CHTILSZ.

Router (config) #incerface serial 370

Roiiter (config=if) encapsulation ppp

Router (config=if)§

SLINEFROTO-E-UFDOWMN: Line protocol on Interface Serialdy 0, changed state to down

Router (config-if)#
SLINEFROTO-S-UPDOWN: Line protecol on Interface Serial?s0, changed state to up

Router (config-if)#-~2
Routers
%5Y5-5-CONFIZ I: Configured from conscle by console

Routergcofig
Translating "cofig™...domajin server ([255.255.255.258)
b TakRown command ofF COFpUTEr Rame, oF uhable to find computer address

Routerfconfig

Configuring from tesrminal, msmory, or network [terminal]?

Enter configuration cozmands, one per line. End with CHTL/Z.

Router (config) #interface serial 2/0

Router (config-if) #encapsulation hdlc

Router (config-if)#

SLINEPROTO-5-UPDOWM : Line protocol on Interface Serialls 0, changed state to dowm

Router (config-if) Il

Cirl+F6 to exit CLI focus Copy
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on host unreachable

n host unreachable

le

of data:

time=]0ms TTL=12&
time=llms TTL=1
time=1lms TIL=
time=lms TTL=12E
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